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Codebase Triage Report

Client: Sample Project: Public Next.js SaaS Starter Source repo: anonymized public Next.js SaaS
starter (identifying details removed) Review type: Static public sample triage Date: 2026-05-24
Reviewer: CodeBaseTriage

1. Client Takeaway

Can this be demoed privately?

Yes, with setup effort. The project has recognizable SaaS starter foundations and can be useful
for a prototype or demo.

Can this be launched publicly with real users?

No. Billing integrity, webhook idempotency, auth trust boundaries, tests, Cl, and cloud
operating guidance need to be tightened first.

What should be done before spending on new features?

Harden checkout/webhook behavior, align billing data writes with the schema, add minimal
regression tests, and document local/cloud smoke paths.

Biggest risk:

The project looks production-shaped because it includes Clerk, Stripe, Supabase, Prisma, and
Upstash, but several of those integrations still rely on starter-level assumptions.

2. Executive Summary

Overall status: Useful starter, but not ready to hand off or launch without tightening auth,
billing, tests, and operations.

The project has the shape buyers expect from a SaaS starter: Next.js App Router, Clerk auth,
Stripe payments, Supabase/Postgres, Prisma, Upstash rate limiting, dashboard pages, and a
documented setup path. That makes it a good foundation for a prototype.

The main concern is that several production-sensitive pieces are present but not yet hardened.
The checkout API trusts client-supplied identity/payment metadata, webhook processing is not
clearly idempotent, the payment data model appears to drift from webhook writes, and the
repo has no obvious automated test or Cl safety net. These are normal starter-template issues,
but they are exactly the areas that become expensive when a founder starts taking real users or
payments.
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Recommended next step: treat this as a prototype starter and complete a focused hardening

pass before product-specific feature work.

3. Review Method

This was a public static sample review. | inspected project structure, package scripts,

README/setup docs, environment examples, framework configuration, auth middleware, billing

routes, webhook logic, data-access utilities, Prisma schema, and repository tree facts.

| did not clone the repository, install dependencies, run tests, execute the app locally, inspect

live Clerk/Stripe/Supabase settings, or perform a penetration test. Findings should be treated as

prioritized engineering review notes, not a formal certification.

4. Overall Readiness

* Prototype-ready: Yes, with setup effort

® Private-demo ready: Partial
* Handoff-ready: Partial

® Public production-ready: No

® (Cloud-scale ready beyond early users: No

5. Health Scores

Category Score
Architecture 3/5
Maintainability 2/5
Testing 1/5

Security red flags 2/5

Developer 3/5

experience

Cloud readiness & 2/5
scaling

Notes

Clear starter structure, but auth, billing, persistence, and

cloud concerns are mixed across route handlers and utilities.

Broad dependency surface and schema/code drift create
handoff risk.

No test script, no test-like files found, and no workflow files
found in static inspection.

Auth exists, but payment and data routes need stronger
server-side trust boundaries.

README and .env.example exist; handoff docs still need
sharper environment, smoke-test, and cloud guidance.

Cloud services are present, but webhook idempotency,
observability, deployment flow, and cost guardrails are
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Category Score Notes

under-specified.

Production 2/5 Good building blocks, but billing integrity, tests, Cl, and
readiness operational recovery need work.
6. Repo Snapshot

8.

Files in repo tree: 97 blobs.

Stack: Next.js, React, TypeScript, Tailwind, Prisma, Supabase, Clerk, Stripe, Upstash, Vercel
Analytics.

App type: SaaS starter with marketing pages, auth pages, dashboard, payments, and
webhook routes.

Main modules: app/ , components/, 1lib/, utils/, prisma/ .

API entry points: Clerk webhook, Stripe checkout, Stripe webhook, template rate-limit route.

Database: PostgreSQL through Prisma/Supabase.

Auth: Clerk middleware plus server utilities.

Payments: Stripe checkout and webhooks.

Rate limiting: Upstash rate limiter exists for a template route.

Test setup: no test script and no test-like files found in the static repo tree.

Cl/CD clues: no .github/workflows files found in the static repo tree.

Strengths

Recognizable SaaS foundation. The repo includes auth, payments, database access,
dashboard pages, and environment examples.

Useful setup entrypoint. README.md and .env.example give a new developer a starting
path.

Modern framework shape. The app uses Next.js App Router and TypeScript.

Cloud services are already selected. Clerk, Stripe, Supabase, Upstash, and Vercel Analytics
provide a plausible production stack once hardening work is done.

Top Findings

Finding 1: Checkout session creation trusts client-supplied identity and price
metadata

Severity: High Effort: Medium Confidence: High
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Evidence references:

® app/api/payments/create-checkout-session/route.ts
* request body fields: userId, email , priceId, subscription
® C(Clerk server auth boundary

Evidence:

The checkout route reads userId, email , priceld, and subscription from the request
body, then passes them into Stripe checkout session metadata. The route does not visibly call
Clerk auth() or derive the user identity from the server-side session.

Why it matters:

Payment and entitlement flows should not trust identity or plan information supplied by the
browser. A caller could attempt to create checkout sessions for another user, use an unexpected
price ID, or attach misleading metadata that downstream webhook code later treats as
authoritative.

Recommended fix:

Require an authenticated Clerk user inside the route. Derive userId and email server-side.
Validate priceIld against a server-side allowlist, plan table, or environment-configured price
map.

Suggested first PR:

Replace client-supplied identity metadata with Clerk-derived identity, add server-side price
validation, and return 401 / 403 for unauthenticated or invalid requests.

Acceptance check:

Route tests prove unauthenticated requests fail, valid sessions use the Clerk user ID, and
unknown price IDs are rejected.

Finding 2: Stripe webhook handling is not visibly idempotent
Severity: High Effort: Medium Confidence: High

Evidence references:

® app/api/payments/webhook/route.ts
e Stripe event IDs

® invoice/payment insert paths
Evidence:

The webhook route inserts invoice and payment records and updates user/subscription state
directly from webhook events. The inspected code does not record processed Stripe event IDs
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or enforce an idempotent event-processing guard.
Why it matters:

Stripe webhooks can be retried and delivered more than once. Without an idempotency record,

invoices or payments can be duplicated, subscription state can be applied out of order, and
manual repair becomes difficult.

Recommended fix:

Add a stripe_events or equivalent processed-event table with unique event_id , event type,
processed timestamp, and status. Process each event only once. Make handler functions safe to
retry.

Suggested first PR:

Add event idempotency around Stripe webhook processing and add tests for duplicate

invoice.payment_succeeded and duplicate checkout.session.completed events.
Acceptance check:

Duplicate webhook fixtures return a safe success/no-op without duplicating invoices, payments,
or entitlement updates.

Finding 3: Payment webhook writes appear to drift from the Prisma schema

Severity: High Effort: Medium Confidence: Medium
Evidence references:

® prisma/schema.prisma

® app/api/payments/webhook/route.ts

e fields: payments.payment_date , user.credits
Evidence:

prisma/schema.prisma defines payments.payment_date as a required string and does not
define a credits field on user . The Stripe webhook code inserts payment data without
payment_date and later updates user.credits .

Why it matters:

If the Prisma schema reflects the intended database shape, the webhook path can fail at
runtime or silently diverge from the documented data model. Billing paths need especially tight
schema alignment because repair usually touches money, subscriptions, and user entitlements.

Recommended fix:

Make Prisma the source of truth or document why Supabase tables intentionally differ. Align
webhook writes with the schema, add missing fields if needed, and add a migration/test around
the payment path.
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Suggested first PR:

Create a billing data model cleanup PR that aligns payments , invoices , subscriptions , and
user fields with the webhook writes, then replay safe Stripe fixtures against the handler.

Acceptance check:

Webhook fixture tests pass against the checked-in schema without missing-field or extra-field
drift.

Finding 4: Middleware matcher configuration may not be applied by Next.js
Severity: Medium Effort: Low Confidence: Medium

Evidence references:

® middleware.ts

® exported middlewareConfig

* Nextjs middleware matcher export convention

Evidence:

middleware.ts exports middlewareConfig , while Next.js middleware matcher configuration
is normally exported as config . The file also imports application feature flags from ./config,
which likely caused the naming workaround.

Why it matters:

If the matcher export is not recognized, the middleware may not run with the intended scope.
Auth protection should be explicit and easy to verify, especially for dashboard and API
boundaries.

Recommended fix:

Rename the app feature flag import to avoid the collision, export the middleware matcher as
config , and add a smoke test/manual check for protected and public routes.

Suggested first PR:

Change middlewareConfig to the framework-recognized matcher export and verify
unauthenticated access to /dashboard redirects while public marketing routes remain
accessible.

Acceptance check:
A protected-route smoke check confirms unauthenticated dashboard access is blocked and

public routes still load.

Finding 5: Server-side data access examples need ownership filtering before
reuse
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Severity: Medium Effort: Low Confidence: High
Evidence references:

® yutils/actions/action-template.ts

¢ (lerk authenticated user

® user table query

Evidence:

utils/actions/action-template.ts checks for a signed-in Clerk user, then selects all rows
from the user table without filtering by the current user. This may be intended as a template,
but it is in the main source tree.

Why it matters:

Starter code gets copied. A generic authenticated query that reads every user row is a risky
example because future feature code may copy the pattern and accidentally expose tenant or
user data.

Recommended fix:

Change template examples to demonstrate ownership filtering by the authenticated user. If the
file is only educational, name it clearly and keep it out of production routes.

Suggested first PR:

Update server action examples to filter by user_id = auth().userId and add a note
explaining that authentication is not the same as authorization.

Acceptance check:

Template data access examples only read user-owned rows or are clearly marked as non-
production examples.

Finding 6: Supabase service-key usage needs a narrower server-side boundary

Severity: Medium Effort: Medium Confidence: High

Evidence references:

® ytils/data/user/userCreate.ts
® ytils/data/user/userUpdate.ts
® utils/data/user/isAuthorized.ts

® SUPABASE_SERVICE_KEY

Evidence:

User data utilities and webhook paths create Supabase server clients using
SUPABASE_SERVICE_KEY . The README correctly warns that service-key calls should stay server-
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side, but the repo does not centralize the pattern.
Why it matters:

The service key bypasses normal row-level restrictions. Scattering service-key clients across
utilities increases the blast radius of mistakes and makes it harder to audit which paths have
elevated data access.

Recommended fix:

Centralize service-key access in a small server-only admin data module. Keep normal user-
scoped reads/writes on user-scoped clients, and require named functions for admin operations.

Suggested first PR:

Create a server-only Supabase admin client module and move webhook/user-sync operations
behind explicit functions with narrow inputs.

Acceptance check:

Repository search shows service-key access is isolated to a small server-only module with
named admin operations.

Finding 7: Critical billing/auth behavior has no visible regression protection

Severity: High Effort: Medium Confidence: High
Evidence references:
® package.json

® static repo tree facts

® .github/workflows

Evidence:

package.json has dev, build, start,and lint, butno test script. Static repo tree
inspection found no test-like files and no .github/workflows files.

Why it matters:

This repo contains exactly the flows that need regression protection: sign-in gating, user
provisioning, checkout session creation, webhook signature handling, duplicate webhook
delivery, and subscription entitlement checks.

Recommended fix:
Add a small test harness focused on critical behavior instead of chasing broad coverage.
Suggested first PR:

Add tests for unauthenticated checkout rejection, valid checkout metadata creation, Stripe
webhook duplicate delivery, and dashboard access gating.
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Acceptance check:

npm test or equivalent runs locally and in Cl for the initial auth/billing smoke suite.

Finding 8: Floating core dependency versions reduce reproducibility

Severity: Medium Effort: Low Confidence: High
Evidence references:

® package.json

® dependency versions using latest
Evidence:

package.json uses latest for core runtime/tooling packages including next , react,
react-dom , TypeScript, ESLint, and React type packages.

Why it matters:

The next developer may install a materially different framework/tooling combination than the
last one tested. This is risky for handoff and for starters copied into client projects.

Recommended fix:
Pin core framework and tooling versions to known-good values and upgrade intentionally.
Suggested first PR:

Replace latest with explicit versions, keep the lockfile consistent, and run install/build/lint
after pinning.

Acceptance check:

A clean install uses explicit framework/tooling versions and the lockfile reflects the intended
dependency set.

Finding 9: Cloud readiness is present as dependencies, not as an operating
model

Severity: Medium Effort: Low Confidence: High

Evidence references:

® README.md
® _.env.example
® package.json

® cloud services: Clerk, Stripe, Supabase, Upstash, Vercel Analytics

Evidence:
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The project uses cloud services such as Clerk, Stripe, Supabase, Upstash, and Vercel Analytics.
The static repo tree did not show Cl workflow files, deployment runbooks, staging/production
notes, observability guidance, or webhook replay instructions.

Why it matters:

Cloud services are not the same as cloud readiness. A founder needs to know how to deploy,
monitor, replay failed webhooks, control costs, separate staging from production, and recover
from billing/data sync failures.

Recommended fix:

Add a cloud readiness document that states the intended hosting model, environment
separation, required secrets, smoke checks, webhook replay path, rate-limit assumptions, and
cost guardrails.

Suggested first PR:

Create docs/cloud-readiness.md and docs/local-smoke-test.md with launch checks for
Clerk, Stripe, Supabase, Upstash, and deployment.

Acceptance check:

A new developer can follow a documented staging smoke test and knows how failed webhooks
should be replayed or repaired.

Finding 10: Billing data model uses strings and lacks explicit relationships
Severity: Medium Effort: Medium Confidence: High

Evidence references:

® prisma/schema.prisma

® payment/subscription/invoice models

* money/date-like string fields

Evidence:

prisma/schema.prisma stores money/date-like fields such as amounts, payment dates,
subscription dates, and invoice totals as strings. The schema also models user, payment,
subscription, plan, and invoice tables without explicit Prisma relations.

Why it matters:

String-based money/date fields make sorting, reporting, validation, and reconciliation harder.
Missing relations make ownership and cascade behavior less obvious to the next developer.

Recommended fix:

Use appropriate numeric/date types, add indexes for lookup paths, and model relationships
where they reflect real ownership.

file:///1Z:/Projects/GitHub/CodeBaseTriage/site/assets/sample-codebase-triage-report.html 10/13



6/13/26, 2:14 AM Z:\Projects\GitHub\CodeBaseTriage\samples\sample-report-nextjs 14-starter-v2.md

Suggested first PR:

Add a data model improvement PR for billing fields and relation/index definitions, backed by a
migration and safe fixture data.

Acceptance check:

Billing models use typed date/money fields where appropriate and Prisma relations/indexes
make ownership paths explicit.

9. Quick Wins

® Derive checkout identity from Clerk instead of the request body.

® \Validate Stripe price IDs server-side.

* Export the Next.js middleware matcher using the framework-recognized name.
® Pin latest dependency versions.

e Adda test script and one billing/auth test harness.

e Add docs/cloud-readiness.md and docs/local-smoke-test.md .

® Replace template all-user queries with user-scoped examples.

10. Not Recommended Yet

* Do not build product-specific features on top of checkout/webhook behavior until identity,
price validation, and idempotency are fixed.

* Do not chase broad Ul test coverage before adding billing/auth smoke tests.
* Do not rewrite the whole starter architecture; harden the existing trust boundaries first.

* Do not treat cloud-service dependencies as launch readiness until staging, replay,
monitoring, and cost controls are documented.

11. Larger Refactors

® (Centralize elevated Supabase service-key usage behind a narrow server-only data access
module.

* Make Stripe webhook processing idempotent and replay-safe.
e Align Prisma schema, Supabase table shape, and webhook writes.
* Improve the billing schema with typed money/date fields, relations, and indexes.

e Add Cl for lint/build/tests once the first test harness exists.

12. Suggested First 3 Pull Requests
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1. Payment trust boundary PR: authenticate checkout creation, derive user metadata server-
side, validate price IDs, and protect the route with tests.

2. Webhook and data model PR: add Stripe event idempotency, align payment/subscription
schema fields, and replay fixture webhook tests.

3. Handoff readiness PR: pin core dependency versions, add cloud/local smoke docs, and
introduce Cl for lint/build/test.

13. Al Coding Agent Task List

Task 1: Harden checkout session creation
Inspect app/api/payments/create-checkout-session/route.ts. Require Clerk auth
inside the route, derive userId/email server-side, validate priceld against

allowed server-side values, and add tests for unauthenticated and valid

authenticated requests.

Task 2: Make Stripe webhooks idempotent
Inspect app/api/payments/webhook/route.ts and prisma/schema.prisma. Add a
processed Stripe event table or equivalent guard. Ensure duplicate event

delivery does not duplicate invoices/payments or reapply subscription updates.

Task 3: Align billing schema and webhook writes
Compare webhook insert/update payloads against prisma/schema.prisma. Fix
missing or mismatched fields such as payment date and user credits, use

appropriate money/date types, and add migration-backed tests or fixtures.

Task 4: Add cloud readiness docs

Create docs/cloud-readiness.md and docs/local-smoke-test.md covering Clerk,

Stripe, Supabase, Upstash, environment separation, webhook replay, deployment

checks, and cost guardrails.

14. Limitations

® This is a public static sample review, not a full paid review.
® | did not clone, install, build, run tests, or execute the app locally.

¢ | did not run a dependency vulnerability audit.

* | did not inspect private deployment settings, live Stripe configuration, Supabase policies, or
production environment variables.

® This is not a penetration test, formal security audit, or compliance certification.
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15. Files Inspected

® README.md

® package.json

® _.env.example

® config.ts

® middleware.ts

® app/dashboard/layout.tsx

® app/api/auth/webhook/route.ts

® app/api/payments/create-checkout-session/route.ts
® app/api/payments/webhook/route.ts
® app/api/template/route.ts

® lib/ratelimiter.ts

® yutils/actions/action-template.ts
® utils/data/user/isAuthorized.ts

® utils/data/user/userCreate.ts

® ytils/data/user/userUpdate.ts

® prisma/schema.prisma

® LICENSE

16. Commands Run

* Public static repository inspection through GitHub files and repository tree.

® Repo tree facts: 97 blobs, 0 test-like files found, 0 GitHub workflow files found.
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